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IP: 10.239.1.10

Virtual IP: 192.168.201.8

StrongSwan

IP1: 10.239.1.9

IP2: 192.168.200.2

Ping 

192.168.200.2

OutIPHeader.(10.239.

1.9->10.239.1.10)

ESPIPHeader.(10.239.

1.9->10.239.1.10)

Esp

ICMP Echo 

Request

IKEv2_INIT

IKEV2_AUTH

IKEV2_AUTH

IKEv2_INIT 10.239.1.9 10.239.1.10


IKE Peer

	
	Addr
	Port
	Authentication
	
	ID
	
	PFS

	
	
	Method
	Key Value
	Method
	Type
	Data
	Disable

	My Impl.
	10.219.1.10
	500
	Hello World
	PSK
	ID_IPV4_ADD
	10.239.1.10
	Disable

	StrongSwan as SGW
	10.239.1.9
	500
	Hello World
	PSK
	ID_IPV6_ADD
	10.239.1.9
	Disable


IKE SA

	Algorithms

	Encryption
	PRF
	Integrity
	Diffie-Hellman

	ENCR_AES
	PRF_HMAC_SHA1
	AUTH_HMAC_SHA1_96
	2(1024 MODP Group)


Child_SA

	Algorithms
	Security Protocol
	Mode
	Algorithm

	
	
	
	Encryption
	Integrity
	ENS

	Inbound
	ESP

	Tunnel
	AES
	SHA1-96
	Disable

	Outbound
	
	
	
	
	


Traffic selector

	
	Init
	Resp

	
	Addr Range
	Next Layer
	Port Range
	Addr Range
	Next Layer
	Port Range

	My Impl
	Any
	Any
	Any
	192.168.200.2
	Any
	Any

	Strongswan
	192.168.201.1
	Any
	Any
	192.168.200.2
	Any
	Any
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